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ROUTING OF BANDWIDTH GUARANTEED PATHS WITH 
RESTORATION IN AN INFORMATION NETWORK 

CROSS REFERENCE TO RELATED APPLICATION 

This application claims the priority of U.S. 
Provisional Application 60/142,255 filed July 2, 1999, and 
entitled "Dynamic Routing of Bandwidth Guaranteed Tunnels with 
Restoration" . 

BACKGROUND OF THE INVENTION 
Field of the Invention 

The present invention relates to a technique for 
establishing transmission paths meeting a guaranteed bandwidth 
requirement in an information network, with backup or restoration 
in the event of an active path link failure. 

Discussion of the Known Art 

Emerging trends in backbone and transport networks 
require network providers to guarantee that backup paths meeting 



a certain guaranteed bandwidth will be deployed quickly in the 
event of active path failures. 

For example, and without limitation, consider a Multi- 
Protocol Label Switched (MPLS) application. In MPLS, a data 
packet is "encapsulated" at an ingress node (e.g., a first 
network router), and is given an IP header label. The header 
label is used to forward the packet along a label-switched path 
(LSP) or "tunnel" to a destination node (e.g., a second network 
router) . The tunnels may be regarded as virtual point-to-point 
links between two edge nodes (e.g., the first and the second 
routers) which may actually be separated by a number of links 
between successive nodes within a given network. See, e.g., L. 
L. Peterson, et al., Computer Networks, Morgan Kaufmann 
Publishers (2d ed. 2000), at 277-80. 

Restoration mechanisms create backup paths for 
redirecting traffic in the event of an active path failure. The 
backup paths typically are set up simultaneously with the active 
paths. It therefore becomes necessary to define both an active 
path and a backup path to satisfy each request for a restorable, 
bandwidth-guaranteed LSP. The known restoration mechanisms 
operate in a static manner, i.e., sets of active and backup paths 
are defined under the assumption that future demands are known. 
This assumption has a drawback in that network resources are used 



potential future demands that can be routed. Accordingly, there 
is a need for a restoration mechanism that operates dynamically, 
wherein an active and an associated backup path are determined 
for each request as it arrives, and in such a manner as to use 
available network resources efficiently. 

SUMMARY OF THE INVENTION 

According to the invention, a method of establishing 
restorable paths in an information network in response to 
arriving traffic requests, includes receiving the requests at a 
first node of the network for transmission of traffic to a second 
node, wherein a given request specifies a desired transmission 
bandwidth for an active path and a backup path to be established 
between the first and the second nodes. Potential active links 
in the network are identified for an active path in response to a 
given request, wherein the potential active links each have an 
available bandwidth at least equal to that specified by the given 
request. Potential backup links are identified for a backup path 
to restore the active path, wherein the potential backup links 
each have an available bandwidth at least equal to the 
transmission bandwidth specified by the given request. An active 
and a backup path are formulated for each given request from 
among the potential active and backup links identified in 
response to the given request. 



BRIEF DESCRIPTION OF THE DRAWING 



In the drawing: 

FIG. 1 is a representation of a network in which active 
and backup paths are defined according to the invention; 

FIG. 2 represents a network that was simulated for the 
purpose of applying the present technique and obtaining test 
results; 

FIG. 3 is a graph representing cumulative network 
bandwidth usage as a function of a number of set-up traffic 
demands, under three conditions of backup path sharing according 
to the invention; 

FIG. 4 is a graph representing numbers of rejected 
traffic requests under the three conditions of backup path 
sharing; 

FIG. 5 is a graph representing total network bandwidth 
usage as a function of successfully routed traffic demands under 
the three conditions of backup path sharing; and 

FIG. 6 is a flow chart showing of steps of the present 
traffic routing method. 



DETAILED DESCRIPTION OF THE INVENTION 



In the following, bandwidth routing is used toward 
setting up guaranteed quality of service (QoS) paths in an 
information network. Network delays and losses may also be part 
of a provider's service level agreement (SLA), in which case the 
SLA may be converted into an effective bandwidth requirement with 
queuing delays and losses restricted primarily to network edges. 
As used herein, the terms transmission path, LSP, and tunnel are 
used synonymously. 

l r\ Online (Dynamic) Routing 

^ Dynamic routing of LSPs should not rely on offline 

L (static) procedures which assume that demands for routing of 
;Jt restorable paths are known a priori, or that any number of 
J: existing LSPs can be re-routed to accommodate a new LSP. Rather, 
w using techniques described below, the LSP requests that arrive 
one-by-one are routed by an on-line procedure that defines both 
an active path and a backup path for each request, and in such a 
manner as to optimize network utilization by increasing the 
number of future demands that may be routed through existing 
network resources. 
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Assume that requests for a LSP set-up arrive one at a 
time at a network 10 in FIG. 1. Each request has an associated 
ingress node 12, an egress node 14, and a specified bandwidth, 
e.g., d 2 units for request "1", and d 2 units for request "2". An 
active path and a backup path are computed for each LSP request. 
If sufficient bandwidth is not available to set up either an 
active path or a backup path, then the request is rejected. For 
restoration to be feasible, a network link failure should not 
cause both an active path and a backup path to fail. Thus, an 
active path and its corresponding backup path cannot share a 
common link. Protection against only active single link failures 
is considered, since the backup path will likely be used only a 
relatively short time while a new active path is being set-up. 

Sharing of Backup Paths 

For adequate failure protection, when any single link 
fails in the network, all active connections that traverse the 
failed link should be switched through backup paths. Because 
only single link failures are to be protected, two connections 
having active paths 20, 22 that are completely link disjoint, as 
in FIG. 1, may share an entire set of backup links that form a 
single backup path 24. If two active paths are only partially 
link disjoint, they may still share some backup links. The 
present procedures exploit the possibility, for more than one 



active path, of assigning a common backup path or sharing links 
of different backup paths, so as to reduce the total amount of 
bandwidth consumed by all paths routed in the network. 
Significantly, the amount of link sharing that can be achieved in 
the backup paths is a function of routing information that can be 
made currently available. Three possibilities are considered, 
namely, making available (1) no routing information, {2) complete 
routing information, and (3) only partial routing information. 

No Routing Information 

Under this scenario, only residual (available) 
bandwidth on each link is currently known. The residual 
bandwidth is defined as the difference between the link capacity, 
and the amount of bandwidth already taken by all active and 
backup paths traversing the link. This information is obtainable 
from known routing protocols such as Open Shortest Path First 
(OSPF) and their extensions. Note, however, that for each link 
the amount of bandwidth utilized separately by the active and the 
backup paths is not known. Only total used bandwidth is known. 
See J. T. Moy, OSPF: Anatomy of an Internet Routing Protocol, 
Addison Wesley (1998); and R. Guerin, et al., QoS Routing 
Mechanisms and OSPF Extensions, Proceedings Of Globecom (1997), 
which are incorporated by reference. 



Complete Routing Information 

Here, assume that complete routing information is 
available when routing each new demand for a transmission path. 
That is, the routes of all active and all backup paths of all 
connections currently in progress are known. This information is 
more easily maintained if a centralized routing procedure is 
employed. If, however, routing computations are to be 
distributed, it becomes difficult to disseminate this information 
readily to all network nodes. 

Partial Routing Information 

Under the third possibility, the information available 
for routing of each new demand is slightly more than that in the 
no information scenario, where only total bandwidth usage (or, 
equivalently, residual bandwidth) for each link is known. Here, 
the additional information includes the total bandwidth used by 
the active paths, and, separately, the total bandwidth used by 
the backup paths. This incremental information is significant, 
and is capable of dissemination readily to nodes distributed over 
the network. For example, it is obtainable from known QOSPF 
protocols provided the backup and the active paths are grouped 
into separate classes for which associated link bandwidth usage 



8 



is to be distributed. 



Under the first, "no routing information" scenario, it 
is not possible to share any of the backup paths since relevant 
information for setting up shared paths, while maintaining 
restorability against single link failures, is not available. 
The second, "complete routing information" scenario permits 
optimal sharing but is not always practical. Hence, it may be 
used to obtain performance bounds as to how well joint backup 
routing can be performed. The third, "partial routing 
information" scenario is relatively modest with respect to the 
amount of information to be maintained. Because only aggregate 
information is needed, and per LSP information is not, the 
information may be used in a distributed fashion. Therefore, 
joint on-line routing of bandwidth-guaranteed active and backup 
paths under the partial information scenario is developed further 
below. 

Problem Definition 

Consider a network similar to that in FIG. 1 having n 
nodes (switches or routers) and m links. All links are 
unidirectional. Requests for a restorable bandwidth-guaranteed 
LSP set-up arrive either at an ingress router, or at a 
centralized route server. An explicit route for both an active 



and a backup path for each request is computed either at the 
ingress router, or at the route server wherein the paths are 
distributed to the ingress router for set-up. The actual path 
set-up is done using a known signaling mechanism such as, without 
limitation, PNNI in ATM networks, or RSVP/LDP in IP/MPLS 
networks. Communication between ingress routers and route 
servers (if any) may be done using known protocols such as COPS 
and its proposed extensions. 

For all the LSPs to be protected against link failures, 
an active path and a backup path cannot share a common link for 
any one LSP. Likewise, if LSPs are to be protected against node 
failures, then an active and a backup path for a given LSP cannot 
share a common node. When trying to route a request, once it is 
determined that sufficient bandwidth is not available in the 
network either to set up an active path or a backup path, the 
request is then rejected. 

As mentioned, LSP requests arrive one at a time. For 
ease of notation, let b units be a bandwidth demand for a current 
LSP setup request. Let s denote a source node for the current 
request, and let d denote a destination node for the current 
request. If the request is successfully set-up, then all links 
on the active path will reserve b units of bandwidth for use by 
this LSP. But all links in the backup path do not necessarily 
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need to reserve b units of bandwidth, because of the mentioned 
potential sharing of bandwidth in the backup path. 

For example, consider two LSPs between nodes s and d, 
each for b units of bandwidth. Assume the active paths for the 
two LSPs are routed so they do not share a common link, as in 
FIG. 1. Because only single link failures are of concern, and a 
single link failure can cause only one of the two active paths to 
fail, it is not necessary to consider a possibility wherein both 
active paths fail simultaneously. Thus, it becomes feasible for 
both active paths to have a common backup path (as in FIG. 1), 
and, further, a bandwidth of only b units needs to be reserved 
for both requests on each link of the common backup path. Note 
that to determine whether or not the backup path can be shared, 
complete information indicating the links traversed by the two 
active paths or, in general, information about the paths of each 
individual LSP, is needed. 

The present routing technique can effectively share 
backup paths using aggregated information representing only 
aggregate link occupancy due to active paths, and aggregate link 
occupancy due to backup paths. Routing procedures based on the 
case of no current routing information, and on the case of 
complete current routing information, are used only to determine 
upper and lower bounds with which to compare performance of the 
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partial information technique. 

Let A i3 represent the set of active paths that use link 
(i,j), and let represent the set of backup paths that use 
link (i,j). Let F 4j be the total amount of bandwidth reserved by 
active paths that use link (i,j). Let G ±j represent the total 
amount of bandwidth reserved by backup paths that use link (i,j). 
Then, 

Fij = 2 b k 
k e A i3 

and G ±j - S b k . 

k e B ±j 

As mentioned, b k specifies the amount of bandwidth required by 
request k. 

Now let R i:i = c tj - F L) - G ±j represent the residual 
bandwidth of link (i,j). Since knowledge of any future demands 
is not currently available, active and backup paths for a current 
request are then determined so as to optimize the use of network 
infrastructure, i.e., minimize the amount of total bandwidth used 
by the active and the backup paths. The amount of sharing that 
can be realized on a backup path is a function of how much 
information is known concerning routing of LSPs currently set up 
in a given network. Thus, the three important scenarios are: 
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• No Sharing (NS) : Only is available for link 

• Sharing with Partial Routing Information (SPI) : The values 
of F ±j and G ±j are known for each link (i,j). 

• Sharing with Complete Routing Information (SCI) : 
The sets A Aj and are known for all links (i,j) . 

While sharing with partial information (SPI) is of primary 
interest, the no sharing (NS) and the sharing with complete 
information (SCI) scenarios are used as bounds for the amount of 
backup sharing that can be achieved with partial information. 

No Sharing (NS) 

Assume that at the time of routing a new request, the 
only information known is the residual capacity R ±j for each link 
(i,j) in a given network. Because a current request is for b 
units of bandwidth between nodes s and d, and no information is 
known other than R tj , there is no means of determining which 
active paths can share backup links. Further, even if those 
backup paths that can be shared are known, there is no means of 
knowing how much backup traffic is actually being carried by each 
link. Thus, there is no means to determine how much sharing is 
possible on each link. Hence, bandwidths of b units must be 
reserved on each link in the active as well as in the backup 
paths. Therefore, if R^ < b for link (i,j), then that link" 
cannot be used in an active path or in a backup path for a 



current request. 



Minimizing the total amount of bandwidth consumed in 
routing a request may be considered analogous to applying a min- 
hop routing procedure for routing the request without backup 
restoration. Routing the request with restoration requires the 
determination of two link-disjoint paths instead of just one 
path, however. Since the amount of bandwidth consumed on each 
link is b units, the aim of minimizing the total amount of 
bandwidth consumed is equivalent to determining a pair of link 
disjoint paths wherein the total number of links is minimum. 
This may be considered a typical network flow problem wherein 
each link has unit cost and unit capacity. There is a supply of 
two units at node s and a demand of two units are at d. One 
procedure for solving this problem is given below. 

• STEP 1: Assume that all links have unit length. Determine 
the shortest path tree from node s. Let d ± represent the 
shortest path length from node s to node i. Replace the 
cost of link (i,j) which is currently 1, with 1 - d 3 + di- 

• STEP 2: Let P x represent a shortest path from s to d. 
Reverse all the links on P x and leave the costs as computed 
in STEP 1. Solve the shortest path problem between nodes s 
and d on this new graph with the new costs. Let P 2 



represent this shortest path. 

• STEP 3: If any of the reversed P x links belong to P 2/ 

eliminate these links from Pj and P 2 to form link sets of P' x 
and P' 2 . The set P\ U P' 2 is the set of link disjoint 
optimal paths. 

One of these paths is chosen for an active path for the new 
demand, and the other path is chosen for a backup path. This 
scenario (NS) provides an upper bound for the SPI scenario. 

Sharing with Complete Routing Information (SCI) 

A lower bound on the SPI scenario is obtained by 
solving the routing problem assuming complete current routing 
information (SCI) is available. The SCI scenario is developed as 
an integer programming formulation wherein the sets A i;j and B Xj 
are known for all links (i,j). Since robustness under single 
link failures is assumed, it is possible to share backup paths 
among demands whose active paths do not share a common link. 

Therefore, to formulate the problem, define the 
quantity 9"^ for each link pair (i,j) and (u,v) . This quantity 
©"'u is the cost (e.g., bandwidth usage) of using link (u,v) on a 
backup path if link (i,j) is used in an active path. To compute 



the value of 8^, first define the set 0 uv ±j = A Xj n B uv . This is 
the set of demands that use link (i,j) on the active path and 
link (u,v) on the backup path. Let the sum of all the demand 
values in the set be represented by 

and recall that the current demand is for b units of bandwidth 
between nodes s and d. Now e uv i;j is defined as follows: 



r o 



Sg + b 



- G 



uv 



\ 00 



if Sff + b<G uv 

and {ij)^{u,v) 

\fSg+b>G w 

and > 6ff + b-G uv 

and ihj) («,«) 
Otherwise 



The above definition may be explained as follows: 
Since links (i,j) and (u,v) cannot coincide with both the active 
and the backup paths, the value of 0™^ is set to infinity if 
(i,j) = (u,v). The quantity 5"^ represents the amount of backup 
capacity on link (u,v) that cannot be used to backup the current 
demand, if link (i,j) is used in the forward path. This is 
because 6 uv i:j is the amount of bandwidth needed on link (u,v) ' to 
backup the active paths currently traversing link (i,j). 
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Therefore, taking the current request into account as well, a 
total of 5 uv ij + b units of backup bandwidth are needed on link 
(u,v) if the current request were to traverse link (i,j) and use 
link (u,v) for backup. 

Recall that G uv is the amount of backup (and hence 
shareable) bandwidth usage currently on link (u,v) . Then, the 
current request can be backed up on link (u,v) without reserving 
any additional bandwidth if 6""^ + b <. G uv . Since only G uv units 
of bandwidth is shareable, if 5 m Lj + b > G uv then an additional 
reservation of 5 uv i;i + b - G uv units is necessary. If the . 
bandwidth is not available, then this backup path is not feasible 
so the backup cost of link (u,v) is set to infinity for this 
request. 

Let vector x represent the flow on the active path, 
where x ±j is set to 1 if link (i,j) is used in the active path. 
Let vector y represent the flow on the backup path, where y Xj is 
set to 1 if link (i,j) is used on the backup path. Routing with 
full information may then be formulated as the following integer 
programming problem: 



17 



min6 E x *i + E 

(ij)6E (tj)€E 

E^i'E 2 * = 1 

3 3 



(1) 

(2) 
(3) 





- E w« 




0 i ^ s,d 


(4) 




- E w« 




i 


(5) 


Ev* 

3 


- E Vid 

3 




-1 


(6) 




Zuv 


> 


0y (^+y„ v -l) 


(7) 








V(i,j) V(u,v) 


(8) 




x i3i Vij 


6 


{0,1} 


(9) 






> 


0 


(10) 



Equations (1), (2) and (3) above, give the flow balance for the 
active path. Similarly, equations (4), (5) and (6) give the flow 
balance for the backup path* Note that the term inside the 
parentheses in equation (7) is 1 when and y uv are set to 1. 
In all other cases the term is zero or negative, and, therefore, 
the constraint is non-binding. Therefore, equation (7) indicates 
that the amount of bandwidth to be reserved on link (u,v), if it 
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is used on the backup path, is not less than the highest value of 
e uv ±j for any link (i,j) on the active path. Since the objective 
is to minimize the sum of the z uv , the value of z uv will in fact 
be set equal to the highest value of Q uv ^ for any link (i,j) on 
the active path. 

The first term in the objective function only indicates 
that the amount of bandwidth reserved for the active path is b 
units for every link on the active path. Note that if the 
optimal solution is not finite, then there is no feasible 
solution to the routing problem and the current request is 
dropped. 

An additional constraint x ±j + y Xj < 1 may be introduced 
explicitly to take care of the condition that the active and the 
backup paths are disjoint. Currently, this condition is 

implicitly handled by setting B u \ t = <*> if (i,j) = (u,v) . Since 

the linear programming relaxation to the explicit formulation of 
the disjoint paths problem is better than the implicit 
formulation, the explicit formulation may be easier to implement, 
for example, using CPLEX. Problems involving about 80 nodes and 
250-300 links were solved using CPLEX in about 10-15 minutes on a 
low-end workstation. This time is reasonable since the SCI 
scenario is used primarily only to obtain lower bounds on 
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bandwidth usage. 



Sharing with Partial Routing Information (SPI) 

Under the SPI scenario, required routing information is 
obtainable from QOSPF-like protocols, and, hence, SPI is an 
appealing scenario from a practical viewpoint* In this scenario, 
information concerning the aggregate bandwidth used on each link 
by active paths, denoted by F^, and the aggregate bandwidth used 
on each link by backup paths, denoted by G^, is available. 
Since only aggregate information on bandwidth usage is of 
concern, the amount of information maintained in this scenario is 
independent of the number of LSPs that are currently using the 
network. That is, while the complete information scenario 
requires per-LSP information to be maintained, the partial 
information scenario requires information for only two types of 
tunnels, viz., active tunnels and backup tunnels. This is only 
slightly more information than the no information model which 
keeps track of only the total aggregate bandwidth usage. As 
shown below, the partial information scenario can realize 
significant gains in network performance, as measured by the 
number of rejected requests, by using a relatively small amount 
of additional information in comparison to the no information 
scenario. Results very close to the complete information 
scenario can be obtained. FIG. 6 shows a general flow of the 
present traffic routing method. 
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First, note that some sharing of the backup paths is 
possible even though only minimal information is maintained. Let 
AP represent the active path and BP represent the backup path for 
a current demand. Assume for the moment that active path AP has 
been selected already. Let M represent the largest value of F ±j 
for some link (i,j) in the active path, i.e., 

M = arg max F^. 

(i, j) e AP 

For a potential link (u,v) on the backup path, if M + b 
<> G uv , then no additional bandwidth needs to be reserved on the 
backup path because any link failing on the active path generates 
a bandwidth need of at most M + b on the links of the backup 
path. Recall that G nv is the amount of bandwidth in use by 
backups on link (u,v) . If M + b > G uv then, since G uv units of 
bandwidth are shareable, only an additional reservation of M + b 
- G uv units is necessary. If this bandwidth is not available, 
then this backup path is not feasible. 

The above sharing notions may be captured in a 
formulation similar to the full information formulation. For 
partial information, we set the value of 6 uv ±j as follows: 



0 



Fij + b — G uv 



oo 



if Fij + 6 < G uv 
and {i,j) fk 
if F^ +b>G uv . 
and Ru V > F { j +b-G 
and(i,j) ^ (w,v) 
Otherwise 



This is based on the observation that 

5%<Fij V(m) V(ti t u). 



The integer linear programming problem can be solved with the new 
values for 6 uv i;3 . A faster procedure for on-line routing for 
large networks is desirable, however. This is particularly so if 
the procedure is to run on edge-routers with limited 
computational resources. Assume that the active path AP has been 
determined already. Hence, the value of M is known. In this 
case the cost b uv of using a link (u,v) on the backup path is 
given by 
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if M + b<G uv 
M + b-G uv \iM + b>G uv 

J UV — \ _ 

and Ru V > M + b - G uv 
oo Otherwise 



A shortest path problem with the cost b uv on link (u,v) 
can be solved, and this will result in an optimal backup path 
provided an active path has been independently selected- The 
amount of sharing possible on a backup path will of course 
influence the choice of an active path, and so the active path 
should not be independently chosen at the outset. 

Let M = max(i,j) F ijf represent a maximum active 
bandwidth that can be reserved on any link. A high level view 
for solving SPI is first given below. It assumes there is a 
subroutine DISJOINT PATH (s, d, f, g) where s and d are two nodes 
in the network, and f and g are link length vectors. The 
subroutine DISJOINT PATH (), returns the optimal solution to the 
problem of finding two link disjoint paths between nodes s and d 
in the network, where the cost of the first path is given by the 
sum of the a^ for all links (i,j) on the first path and the cost 
of the second path is given by the sum of b^ for all links 
(i,j) on the second path. The problem is defined more formally 
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and a solution procedure is given later below* Assuming that 
DISJOINT PATH () exists, the procedure to solve SPI is the 
following: 

• STEP 1: Let M = 0. If BEST = <». 

• STEP 2: If M > M then exit else compute the cost aij for 
using link (i,j) on the active path as 



Also compute b^, the cost to use link (i, j) on the backup path 
as 



b \iFi3<M 



oo Otherwise 
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M + 6 



if M + 6 <Gij 
Gij if M + b>Gij 



and Rij > M + 6 - Gi j 
Otherwise 



v 



00 



STEP 3: Solve DISJOINT PATH (s, d, f ,g). If the 
optimal solution to this problem is OPT and the value of 
OPT < BEST then set BEST = OPT. Increment M and go to STEP 2* 

Therefore, the feasibility of the approach to solving 
SPI depends on the ability to solve DISJOINT PATH (s, d, f , g) . 
The problem can be stated more formally as follows: Given a 
directed graph G = (V, E) and two costs a ±j and b Aj on link 
(i,j), find a pair of link disjoint paths between a given pair of 
nodes s and t with minimum total cost, where the cost of the 
first path is the sum of the a Aj for all links (i,j) on the first 
path, and the cost of the second path is the sum of the for 
all links (i,j) on the second path. This is written in the form 
of a mathematical programming problem. 
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In order to obtain lower bounds on the optimal solution 



value to this problem, first relax the integrality constraints. 
Next, write the dual to this linear programming problem. Note 
that when the integral constraints are relaxed, the constraints 
that and y ±j are less than one can be dropped since this is 
impled by constraints on line (18) . Let n x denote the dual 
variable associated with the flow balance at node i for the x 
variables, let p± denote the dual variable associated with the 
flow balance constraint at node i for the y variables. Let 
denote the dual associated with constraint (18) . The dual then 
is given by 




(20) 



(<J)6B 



iCi-iCj-<Tij > aij V(t,j) (21) 
pi-Pj-(?ij > bij V(i,j) (22) 

(23) 



Any feasible solution to the dual is a lower bound on 
the optimal primal solution. Assume that some value is fixed for 
the a i:S variables. Then the dual is just two independent 
shortest path problems. The weight of arc (i,j) for the first 
shortest path problem is a i3 + o^. The weight of arc (i,j) for 
the second shortest path problem is b i3 + a^. The sum of the 
lengths of the shortest path minus the sum of the o i3 is a valid 
lower bound on the optimal solution to the problem. Note that 
any feasible solution to the primal problem is an upper bound. 
The approach used is to generate tight upper and lower bounds to 
the problem. Note that in the description of the procedure given 
below, all shortest path problems are solved from node s and the 
shortest paths are computed to node d. Assume that Dijkstra f s 
algorithm is executed from node s until all nodes are labeled, 
however. This is needed to facilitate STEP 5 of the procedure. 
DISJOINT PATH (s, d, a, b) , given below: 

STEP 1: Set an = 0 V(i, j), set LB = 0 and 
UB = oo. 

STEP 2; Solve two shortest path problems the first 
with weight a Aj + on link (i,j), and the second with weight b ±j 
+ on link (i,j). Let P x represent the shortest path with 
respect to the first set of weights. Let the weight of P x be l x . 
Let hj. represent the shortest path distance from node s to node 
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i. Compute the reduced cost r i3 = a i3 + a i3 - h 3 + h ± for link 
(i,j). Note that the reduced cost for the links on the shortest 
path tree determined by Dijstra's algorithm will be zero* For 
all links not in the shortest path tree, this reduced cost 
represents the amount by which the cost on that link can be 
decreased until it lies in the shortest path tree. Let P 2 and 1 2 
represent the shortest path and its length with respect to the 
second set of weights. Let e ± represent the label for node i 
after the second shortest path computation. The reduced cost for 
link is given by = b i3 + a i;j - ej + ei. These reduced 

costs are used in STEP 5. If l a + 1 2 , - J^a^, is greater than 
LB, then the value of LB is set to 1 2 + 1 2/ - £ij a ij- If LB = UB 
or if LB and UB are unchanged for 10 iterations then RETURN the 
value of UB and EXIT. 

STEP 3: Temporarily set the value of a i3 = 0 for all 
links (i,j). Compute the cost of P a with a i3 as the cost of link 
(i,j). Let the cost of path P x be represented by 1 2 , Eliminate 
the link in P x from the network. Compute the shortest path from 
s to d in the network with costs of b ±j on link (i, j) . Let the 
length of this path be 1' 2 . If 1\ + l f 2 is less than the current 
UB, then the value of UB is set to l f x + l f 2 . Repeat the same 
process first by eliminating the link in P 2 from the graph and 
then determining the shortest path from s to d using costs of a 13 
on link (i, j) . 

28 



STEP 4: If (i,j) e Pj n P2, then increment the value 
of by one. 

STEP 5: For each link (i,j), set a 4j = a ±j - min 

{ r ijf s ij/ • 

The steps in the above procedure are now explained. 
STEP 2 and STEP 3 compute valid lower and upper bounds 
respectively as shown in the dual formulation. STEP 4 attempts 
to increase the lower bound. Consider the case where the 
shortest paths after changing the values of o tj in STEP 4 are 
still given by P x and P 2 . Then note that the shortest path 
length increases by one unit for both the first and the second 
path, resulting in a unit increase in the lower bound. STEP 5 
attempts to increase the lower bound by decreasing the values of 
a tj while keeping the shortest path lengths the same. Therefore, 
the value of a 13 is reduced on link (i,j) that is not on the 
shortest path whose reduced cost is positive for both of the 
shortest path problems. 

This procedure executes relatively fast even on large 
sized networks, and usually obtains solutions within 5% of the 
optimal solution. Several techniques can be used to speed up the 
procedure for solving SPI even further. For example, instead of 
iterating from M = 0 to M = % it is sufficient to compute for 



values of M - f i3 for some link (i,j). Therefore, DISJOINT PATH 
() is called at most m times , where m is the number of links in 
the network. Of course, if different links have the same f ±j 
values, then the experiment needs to be done only once for all 
those links. Also note that if the current value of LB is 
DISJOINT PATH {) for a particular value of M is greater than 
BEST, then the DISJOINT PATH () computation can be stopped. With 
these enhancements, the procedure for SPI has run in less than a 
second on a low-end workstation for problems with 70-80 nodes and 
about 250 links. 

To extend the procedure to cover node failures, the 
representation of nodes is changed by splitting each node into an 
ingress sub-node where all incoming links terminate, and an 
egress sub-node where all outgoing links terminate. The two sub- 
nodes are connected with a link equal to the node capacity, and a 
failure of this link is equivalent to a node failure. Tunnels 
which originate at ingress edge-routers should now start at the 
ingress sub-node corresponding to the ingress router. Similarly, 
tunnels which terminate at an egress edge-router should now 
terminate at the egress sub-node corresponding to the egress edge 
router. 
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EXAMPLE 



Experiments were performed using a network graph with 
15 nodes and 56 links* The test network is shown in FIG, 2. 
Each undirected link in FIG. 2 represents two directed links. 

Network Loading Experiments 

For this set of experiments, the capacities of the 
links are set to infinity. Requests arrive one at a time to the 
network. The source and the destination nodes are picked at 
random from among the nodes in the network. The bandwidth 
request is uniformly distributed between 1 and 10 units. Each 
demand has to be allocated an active path and a backup path. 
Since the capacity is infinite, there is no request rejection. 
The objective therefore is to compare how well the procedure 
using partial information performs relative to the no information 
and the complete information scenarios, in terms of total amount 
of bandwidth used. 

In the NS model there can be no sharing of backup 
paths. In the SPI and SCI models, there is sharing of the backup 
paths. The goal is to determine how much bandwidth is saved by 
this sharing. After 100 demands were loaded onto the network, 
the total amount of bandwidth consumed by the demands (for both 
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active and backup) was determined for each of the information 
models. Ten experiments were performed with different random 
seeds. FIG. 3 shows the performance of the three different 
models. The saving in total bandwidth between the NS and the SCI 
modes ranges from about 25% to about 40%. The savings in 
bandwidth between the NS and the SPI modes is between 15% and 
20%. This is significant considering that the SPI mode maintains 
an order of magnitude less information than the SCI mode. 
Considerable gains can therefore be obtained by maintaining only 
a relatively small amount of additional information beyond that 
needed for the NS mode. 

Experiments with Dropped Demands 

A second set of experiments were performed to study the 
behavior of the procedures with respect to the number of demands 
dropped when there is overloading of the network. In these 
experiments, the links have finite capacity. The light links in 
FIG. 2 have a capacity of 12 units in each direction and the dark 
links in FIG. 2 have a capacity of 48 units in each direction. 
Requests arrive one at a time. Each request is uniformly 
distributed between 1 and 10 units. A source and a destination 
for the demands were picked at random. If there is no capacity 
for either the active or the backup path, then the demand is 
assumed to be rejected. 
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Ten experiments were performed. The number of rejected 
demands after 50 demands were loaded onto the network, were 
counted. The results are shown in FIGS. 4 and 5. FIG. 4 gives 
the number of rejected requests, and FIG. 5 shows the total 
bandwidth used in each of the ten experiments. Both the SCI and 
the SPI modes perform better than NS, which is not surprising. 
It is significant that SPI performs almost as well as SCI in most 
cases, however. Using the developed procedures, performance 
gains close to those obtainable with complete information become 
possible, using a relatively small amount of aggregated 
information which is easily distributed to ingress nodes for 
dynamic routing of active and backup paths for arriving traffic 
demands . 

While the foregoing description represents preferred 
embodiments of the invention, it will be obvious to those skilled 
in the art that various changes and modifications may be made, 
without departing from the spirit and scope of the invention 
pointed out by the following claims. 
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WE CLAIM: 

1. A method of establishing restorable paths in an 
information network in response to arriving traffic requests, the 
network having a number of nodes and links between corresponding 
pairs of nodes, comprising: 

receiving requests at a first node of the network for 
transmission of traffic to a second node of the network, wherein 
a given request specifies a desired transmission bandwidth for an 
active path and a backup path to be established between the first 
and the second nodes; 

distributing information to nodes in the network 
concerning (a) total bandwidth reserved by each link in the 
network for all active paths currently defined in the network, 
and (b) total bandwidth reserved by each link in the network for 
all backup paths currently defined in the network; 

identifying potential active links in the network for 
an active path in response to a given request, wherein the 
potential active links each have an available bandwidth at least 
equal to the bandwidth specified by the given request; 
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identifying potential backup links in the network for a 
backup path for restoring the active path, wherein the potential 
backup links each have an available bandwidth at least equal to 
the desired transmission bandwidth specified by the given 
request; and 

formulating an active and a backup path for each given 
request from among the potential active links and the potential 
backup links identified in response to the given request. 

2. The method of claim 1, including determining the 
available bandwidth of a potential backup link having a certain 
total bandwidth capacity, by subtracting from the total bandwidth 
capacity (a) the total bandwidth reserved by the link for all 
current active paths through the link, and (b) the total 
bandwidth reserved by the link for all current backup paths 
through the link. 

3. The method of claim 1, including defining each 
backup path in the network to be completely link disjoint from 
its corresponding active path. 
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ROUTING OF BANDWIDTH GUARANTEED PATHS WITH 
RESTORATION IN AN INFORMATION NETWORK 

ABSTRACT OF THE DISCLOSURE 

Restorable paths in an information network are 
established in response to arriving traffic requests. Requests 
are received at a first node of the network for transmission of 
traffic to a second node of the network, and each request 
specifies a desired transmission bandwidth for an active and a 
backup path to be established between the nodes* Potential 
active links for an active path are identified in response to a 
given request, and potential backup links to form a backup path 
for restoring the active path, are also identified in response to 
the given request. An active and a backup path are then 
formulated for each given request from among the potential active 
links and the potential backup links that were identified in 
response to the given request. 
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IN THE UNITED STATES 
PATENT AND TRADEMARK OFFICE 

Declaration and Power of Attorney 
As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below next to my 

name. 

I hereby claim the benefit under Title 35, United States Code, 1 19(e) of any United 
States provisional application(s) identified below. 

Provisional application No. 60/142,255, filed on July 2, 1999. 

I believe I am an original, first and joint inventor of the subject matter which is 
claimed and for which a patent is sought on the invention entitled ROUTING OF 
BANDWIDTH GUARANTEED PATHS WITH RESTORATION IN AN INFORMATION 
NETWORK the specification of which is attached hereto. 

I hereby state that I have reviewed and understand the contents of the above 
identified specification, including the claims, as amended by an amendment, if any, 
specifically referred to in this oath or declaration. 

I acknowledge the duty to disclose all information known to me which is material to 
patentability as defined in Title 37, Code of Federal Regulations, 1.56. 

I hereby claim foreign priority benefits under Title 35, United States Code, 1 19 of 
any foreign application(s) for patent or inventor's certificate listed below and have also 
identified below any foreign application for patent or inventor's certificate having a filing 
date before that of the application on which priority is claimed: 

None 

I hereby claim the benefit under Title 35, United States Code, 120 of any United 
States application(s) listed below and, insofar as the subject matter of each of the claims 
of this application is not disclosed in the prior United States application in the manner 
provided by the first paragraph of Title 35, United States Code, 1 12, I acknowledge the 
duty to disclose all information known to me to be material to patentability as defined in 
Title 37, Code of Federal Regulations, 1.56 which became available between the filing 
date of the prior application and the national or PCT international filing date of this 
application: 
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I hereby declare that all statements made herein of my own knowledge are true and 
that all statements made on information and belief are believed to be true; and further that 
these statements were made with the knowledge that willful false statements and the like 
so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 1 8 
of the United States Code and that such willful false statements may jeopardize the validity 
of the application or any patent issued thereon. 



I hereby appoint the following attorney(s) with full power of substitution and 
revocation, to prosecute said application, to make alterations and amendments therein, 
to receive the patent, and to transact all business in the Patent and Trademark Office 
connected therewith: 



Lester H. Birnbaum 
Richard J. Botos 
Jeffery J. Brosemer 
Kenneth M. Brown 
Donald P. Dinella 
Guy Eriksen 
Martin I. Finston 
James H. Fox 
William S. Francos 
Barry H. Freedman 
Julio A. Garceran 
Mony R. Ghose 
Jimmy Goo 
Anthony Grillo 
Stephen M. Gurey 
John M. Harman 
Donald E. Hayes, Jr. 
John W. Hayes 
Michael B. Johannesen 
Mark A. Kurisko 
Irena Lager 

Christopher N. Malvone 
Scott W. McLellan 
Martin G. Meder 
Geraldine Monteleone 
John C. Moran 
Michael A. Morra 



(Reg. No. 25830) 
(Reg. No. 32016) 
(Reg. No. 36096) 
(Reg. No. 37590) 
(Reg. No. 39961) 
(Reg. No. P-41736) 
(Reg. No. 31613) 
(Reg. No. 29379) 
(Reg. No. 38456) 
(Reg. No. 26166) 
(Reg. No. 37138) 
(Reg. No. 38159) 
(Reg. No. 36528) 
(Reg. No. 36535) 
(Reg. No. 27336) 
(Reg. No. 38173) 
(Reg. No. 33245) 
(Reg. No. 33900) 
(Reg. No. 35557) 
(Reg. No. 38944) 

(Reg. No. 39260) 
(Reg. No. 34866) 
(Reg. No. 30776) 
(Reg. No. 34674) 
(Reg. No. 40097) 
(Reg. No. 30782) 
(Reg. No. 28975) 
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Gregory J. Murgia (Reg. No. 41209) 

Claude R. Narcisse (Reg. No. 38979) 

Joseph J. Opalach (Reg. No. 36229) 

Neil R. Ormos (Reg. No. 35309) 

Eugen E. Pacher (Reg. No. 29964) 

Jack R. Penrod (Reg. No. 31864) 

Daniel J. Piotrowski (Reg. No. P-42079) 

Gregory C. Ranieri (Reg. No. 29695) 

Scott J. Rittman (Reg. No. 39010) 

Eugene J. Rosenthal (Reg. No. 36658) 

Bruce S. Schneider (Reg. No. 27949) 

Ronald D. Slusky (Reg. No. 26585) 

David L. Smith (Reg. No. 30592) 

Patricia A. Verlangieri (Reg. No. P-42201 ) 

John P. Veschi (Reg. No. 39058) 

David Volejnicek (Reg. No. 29355) 

Charles L Warren (Reg. No. 27407) 

Jeffrey M. Weinick (Reg. No. 36304) 

Eli Weiss (Reg. No. 17765) 



I hereby appoint the attorney(s) on ATTACHMENT A as associate attorney(s) in the 
aforementioned application, with full power solely to prosecute said application, to make 
alterations and amendments therein, to receive the patent, and to transact all business in 
the Patent and Trademark Office connected with the prosecution of said application. No 
other powers are granted to such associate attorney(s) and such associate attorney(s) are 
specifically denied any power of substitution or revocation. 

Full name of 1st joint inventor: MURALIDHARAN S. KODIALAM 
signatur e JfL^v^iA4 {\ r Date \\\y\ ^ ? 




Residence: Marlboro, New Jersey 
Citizenship: India 



Post Office Address: 17 Arie Drive 

Marlboro, NJ 07746 
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Full name of 2nd joint inventor: TIRUNELL V. LAKSHMAN 



Inventor's 
signature. 




Residence: Eatontown, New Jersey 
Citizenship: India 

Post Office Address: 1 1 8 Victoria Drive 

Eatontown, NJ 07724 
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ATTACHMENT A 



Attorney Name: LeoZucker Reg. No.: 27,608 



Telephone calls should be made to Leo Zucker at: 
Phone No.: (914)761-7799 
Fax No.: (914)761-8767 



All written communications are to be addressed to: 



Law Office of Leo Zucker 
50 Main Street, Suite 480 
White Plains, New York 10606-1975 



